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Abstract—Exploiting the benefits of virtualization, web services
are consolidated in large data centers. Managing the performance
of such complex systems is a critical problem. Providers must
offer applications with high quality of service (QoS) and per-
formance and simultaneously achieve optimal utilization of their
infrastructure. Meeting their Service Level Objectives (SLOs),
such as response time in a dynamic environment (dense load,
variable capacity), while minimizing the energy consumption of
the data center is an open research problem. Most of the proposed
approaches use either admission control or resource allocation
techniques to solve it. We present a unified framework, which
models the system’s dynamic behavior with a group of state-space
models, scales between different desired operation points and uses
a set-theoretic control technique to solve admission control and
resource allocation problems as a common decision problem with
stability and robustness guarantees for the system under study.

I. INTRODUCTION

Modern virtualization technology [1] is the key factor for
the consolidation of many distributed web services into large
data centers. Cloud providers offer an execution platform
with the essential means (i.e hardware infrastructure and
software tools) that applications can use on demand. They
must achieve the desired QoS of an application and minimize
the use of resources and energy consumption. The workload of
Internet services varies by orders of magnitude [2] while the
requests have different service demands and time constraints.
Additionally the underlying servers have constraints on the
available computational resources. Thus, the dynamic behavior
of web services is complex and nonlinear.

The proposed solutions in the literature can be catego-
rized according to the chosen model, the control method and
whether the admission control and resource allocation prob-
lems are solved jointly or not. When the modeling approach is
based on queueing theory ( [3], [4], [5], [6], [7]), it relies on
the assumption that the system is in steady state, which is con-
tradictive to its dynamic nature. On the other hand, the studies
adopting linear state-space models ( [8], [9], [10], [11]) cannot
efficiently describe the system’s complexity. From the aspect
of the control methods used, approaches [8], [9], [10], [11]
do not take into account system’s constraints. The methods
proposed in [8], [9], [5], [11] do not guarantee system stability
and robustness. Moreover, the previous studies do not consider
feasibility of the solution, meaning that it is not examined if
there is a control value guaranteeing convergence to the desired
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operating point. Authors of [9], [5] tackle only the resource
allocation problem, possibly leading to an overloading effect
when the admitted workload is too large or the system’s
resources reach their upper limit. On the other hand, studies [8]
and [11] proposed admission control techniques with static
resource allocation that must reject a large portion of requests
in order to avoid overloading. In order to overcome these
shortcomings of the above system modeling and control, it
is essential to design an autonomic control framework, which
should include the following parts: a system identification
tool, which models the system’s dynamic behavior under any
workload conditions and a dual controller, which considers ad-
mission control and resource allocation as a common decision
problem, scales among different reference points and does not
violate the system’s constraints.

This paper presents the ACRA (Admission Control and
Resource Allocation) framework, which is a time efficient
optimization modeling and control methodology that combines
resource allocation and admission control. The objective is
to maximize the admittance of customers to the provided
service, while satisfying customers’ QoS requirements. Al-
though ACRA does not consider power management as basic
target, it includes the minimization of the necessary computing
resources. Instead of a single linear state space model, we use
a group of linear state-space models with additive uncertainties
in order to cover the variation of workload and quantify the
system’s nonlinearities. For the design of the dual controller,
we use a novel set-theoretic control theory which provides
stability and robustness guarantees. Finally, ACRA can adapt
between several reference points, because it is guaranteed to
drive the system in the neighborhood of a feasible equilibrium
point. The rest of the paper is structured as follows: Section II
contains an analytical description of the system identification
and control scheme. In section III the implementation and
evaluation of the approach is presented. Conclusions and
future work are outlined in section IV.

II. PROBLEM DESCRIPTION
A. System Modeling and Identification

We use a group of linear state space models that covers
the range of incoming workload. We assume there are m
applications, n servers and each application has one Virtual
Machine (VM) on every server. For each application, the
incoming request rate is between a minimum (L,,;,,) and a
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maximum value (L,qq,). We suppose that L, ;,,, corresponds
to a small positive value and L, 4, corresponds to the maxi-
mum served request rate when all VMs of the application get
their maximum CPU capacity. Next, we divide each interval
[Lmin; s Limaz,] for every applicationé = 1,...,m in p smaller
equidistant parts, e.g. spanning a range of 50 requests each.
Thus, combining all applications, a number of N = p™
regions are defined in the “request rate” space. For each region,
we assign a linear time invariant (LTI) model affected by
additive disturbances denoted by M,, ¢ = 1,..., N, which
describes the system’s dynamics, when the request rates are
inside region 4, i.e.

My : rt(k +1) = Agrt(k) + Byu(k) +n(k), ¢g=1,...,N

ey
where rt € R™ is the vector of response time of all m ap-
plications (state vector), u € RM+Dm ig the input vector that
contains the nm VM capacity inputs cap;; and the m admitted
request rate variables lad;. Since we use only LTI models, the
effect of nonlinearities and uncertainties is represented by the
time-varying additive term 7 € R, which is considered here
as unknown but bounded disturbance. We use the Recursive
Least Square (RLS) algorithm [12] to identify the nominal
disturbance-free LTI models,

My rt(k +1) = Agrt(k) + Byu(k), ¢=1,...,N (2

The bounds of vector 7(k) of each model A, are determined
by the minimal and maximum error of the RLS algorithm
during the identification of the corresponding nominal model
M.

q

B. System’s Constraints

There are physical constraints of the state and input vari-
ables. The average response time on a specific time interval
varies from zero until the value when the system is saturated
or the request has expired due to network constraints (TCP).
Thus, the state variables are bounded to the constraint set X
of the form

X={rteR™: 0<7rt; <rtmaz, t=1,...,m}  (3)

Input constraints concern the restrictions on the VM capac-
ity and the admitted request rate. Many VM’s can be deployed
on a physical server and they share its CPU capacity. For each
server j, the CPU capacity assigned to each VM varies from a
minimum value c¢,,;, until a maximum ¢, ... Additionally the
sum of VMs’ entitlement should not exceed the total capacity
of the server csmaz,:

ga=1,....m,7=1,...,n
ydi=1,....m,7=1,...,n

Cmin < Capy; S Cmax
m <
Zi:l Capji = Csmax

“)

The incoming load of each application varies from Ly,
t0 Lyyqz,- For each local model the admitted request rate is
between l,,,ip, and l,,4,, values, i.e.

Zmini <lad; < lmaacia t=1,...,m. 5
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Unifying the input constraints, we can state that v € U, where

U = {u c R(n+1)m C Coin S Cazpji S Comam
m
Zi:l capyi S Csmazx (6)

Imin; < lad; < lmax;, }

Modeling uncertainting are bounded by the minimum and
maximum values of the modeling error. Thus, the uncertainties
n are confined in set N, where

N={neR™: Nmin;, <M < Wmaw;> t=1,....m}. (7)

C. Determination of the Equilibrium points

Due to workload fluctuations and the time varying avail-
ability of the system’s resources, the provider should have the
elasticity to dynamically arbitrate the incoming workload and
the capacity assigned to each VM by determining a feasible
equilibrium point that does not violate the SLO. In order
to provide this capability, we allow the provider to switch
between many equilibrium points, making the determination of
feasible equilibrium point a decision problem. Given a nominal
model M, a desired response time vector RT;..; € X C R™
and an admitted request rate is decided by a diurnal pattern
Lyey = [ladire f]T, i = 1,...,m. A suitable reference input
vector Upes = [CAPres Lyef]T,Upey € U C ROFDU™ cap
be determined such that RT,.c; = ART,c; + BU,.s. In order
to optimally choose a feasible equilibrium point the following
linear program is solved:

di {We Z Z capji + Waq Zl d;} (8a)

min

capji,lad;, e

subject to

RTve; = ART,cr + BU,cy (8b)
Rl e XCR™ (8¢c)
uweUcROHD™ (8d)
—d; <lad; — Lyey, < d; (8e)
d; >0, (81)

where W, and W, are the weights of the cost function, which
allows a trade-off between minimizing the VMs’ capacity and
achieving the desired admitted rate. We define variables d; to
relax the definition of equilibrium point. Because of (8e),(8f),
if the solution of the problem U, ; of (8b) does not correspond
to Lyef, it will correspond to the admitted request rate variable
e = (lad;)T, i = 1,...,m, which is closest t0 Licf.
The above formulation assures that even if L,.; cannot be
achieved, it will find the closest admitted rate to L,¢y.

D. ACRA Control Framework

Admission control and resource allocation are two decision
problems that should be considered jointly. Along this direc-
tion, we present a novel controller that stabilizes the system
near to the desired equilibrium point. Most of the proposed so-
lutions try to stabilize the system on a specific reference point.
This is impossible because the system’s dynamics involves
nonlinearities in the state space description as well as time-
varying additive terms. Thus, it might not be possible to find
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a control law ensuring asymptotic stability with respect to an
equilibrium point. Instead set-theoretic approaches deal with
the stability analysis and control design problem, identifying
and characterizing subsets of the state space containing the
desired equilibrium state with special properties: robust pos-
itively invariant sets, disturbance invariant sets, or ultimately
bounded sets For more information, the interested reader can
refer to [13], [14], [15] and [16].

Our goal is to design for each model M,, ¢ =1,..., N,
corresponding to a given workload profile, an affine state-
feedback control law and compute a domain A C R™ of the
state-space such that all trajectories starting from A are trans-
ferred to a target set R, which contains the equilibrium point,
in a finite time and remain in it. In contrast to classical control
problem formulations, we want to confine all trajectories in a
target set R and not to drive it to the equilibrium point since
the system is affected by additive disturbances. The resulting
closed-loop system is said to be ultimately bounded in R from
A [15], [16]. In order to apply these methods, initially we
apply a coordinates transformation to obtain a transformed
nominal linear model with the equilibrium point to the origin:

z(k) = rt(k) — Rlyes
- U(k’) = U(k) - Uref (9)
My: z(k+1)=Az(k)+ Bv(k), g=1,...,N

The state and input constraints are transformed accordingly:

2€X={2€R™: rtyin — Ry < 2 < rtyae — RTyep}
(10)

CAS E = {u € R(nJrl)m P Umin — Uref S v S Umaz — Uref7
2?;1 veapii S Csmax — Z?ll capjhaf]%

where vecapj; = capj; — capjirey transformed VMs’capacity
inputs. We design a state feedback controller of the following
form,

u(k) = K(rt(k) — RTver) + Urey

or v(k) = Kz(k) a2

Secondly, we must compute the target set R, which must
possess the robust invariance property [13], meaning that if the
closed-loop system trajectory is in R, it remains in it for all
future instances. In our case, we obtain a candidate target set
S1 by applying the Jordan decomposition [17] of the closed-
loop system A + BK, where K is a gain matrix that places
its eigenvalues inside the unit rhombus [18] in the eigenvalue
space,

S = {Z eR™: G2z < wl} (13)
where G; € R*™m G = [VT - VT|T, w; € R*™ .
w; =1, 1 =1,...,2m. Matrix V is the transformation matrix

transforming A + BK to its real Jordan form. The state and
input constraints set X and U are formulated below using the
standard half-space represantation of polytopes by S, and S,

S, ={zeR™: G,z <w.}

S, = {ve RD™ . G v < w,}
where G, € RZmXm gy, € RZmX1,
G, € R2n(m+1)xmn W, € R2n(m+1)x1

(14)
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The bounded uncertainties set 5, is,
Sy ={neR™:Gn <w,}
where G, € R¥™x™m ;. G, =
wy, c ]RQm

Thirdly, our goal is to compute a control law of the form (12)
and a set A such that the closed-loop is ultimate bounded in
R. We choose A to have the form,

A={zeR": Gz <aw}

15)

_Im xXm

Ime }

(16)

Using the generalized Farkas’ lemma [19], we can compute a
control law v = Kz and a set A, which is the largest set fitted
in S, S,. This can be described by the optimization problem,

o Wl 7 e B 0T
subject to subject to
G1(A+ BK) = HiGy G1(A+ BK)= H,G; (17b)
aHyiws + d < eaws Hiws + bd < ews (17¢)
HyGy =G, HyGy =G, (17d)
aHsows < w, Hows < bw, (17e)
H;G, =G K H;Gy =G, K (17f)
aHswy <w,  Hzwz < bw, (17g)
0<e<¢" 0<e<e” (17h)
mazx{Vn};
where d = [ mglr{—Vn}i
where H;, Hs, Hj3 are non-negative matrices, K is the

feedback gain matrix, and the scalar € is positive between zero
and a subunitary value €* which is a metric of convergence
speed. The optimization problem on the left is non-linear
because of the first inequality, thus we define b = % and
reformulate the problem as linear on the right side. Relations
(17b), (17¢) guarantee the positive invariance and contractive-
ness. Relations (17d), (17e) guarantee A C X and relations
(17f), (17g) guarantee A C S,,(.y, where S,y = {z € R™ :
Gy Kz < wy}.

III. EVALUATION

We demonstrate an experiment, which shows the method’s
performance and compares it with two well-known ap-
proaches. We assume two applications (m = 2), which are
hosted on the same CPU core in two separated VMs (n = 1).
The incoming workload for both applications varies between
[175 , 325] req/s. Applying the system identification method
described in section II, we divide the “request rate” space
into hypercubes (squares for two-dimensions space) with a
step of 50 requests and generate a local linear model for
each square, such as in (1). The measurements and control
signals are updated every 20 sec. Initially, we assume that the
admitted request rate is high and the computing resources for
this type of requests (e.g. browsing) are low. Thus the target
value corresponds to the reference mean response time of 1
sec and the desired admitted request rate is 300 req/s for both
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services. After a period the SLO target value changes, since
the dominant type of transactions needs more CPU resources
and has lower incoming request rate than before. The target
of mean response time is 2 sec and desired admitted request
rate is 200 req/s now. The modeling uncertainties varies
between [—0.4 , 0.4] for both candidate equilibrium points.
We compare ACRA with the controllers of [9] and [11]. The
first controller is a PI controller, while the second controller
is obtained by applying a model predictive control (MPC)
scheme [20]. We select the predictive horizon of the MPC
controller to be I = 5 and the trade-off parameter of the
approach @ = 0.6. The cost function of the controller is
J =00 Hallz(®)]13 + (1= a) (k)] 13).

Fig. 1 shows the mean response time and the admitted
workload for each control scheme. Although all controllers
regulate the system near the first equilibrium point, the ACRA

148

controller admits more requests due to its capability to refine
the equilibrium point. For the second equilibrium point, the
difference between ACRA and the rest approaches is obvious.
PI and MPC controllers fail to drive the system near the
equilibrium point for aforementioned reasons.

Fig. 2 is a graphical representation of the trajectories in
the state space of the transformed model in (9) when the
target value of the average response time for both applications
is 1 sec. In order to succeed this reference response time,
we choose as equilibrium point (blue circle) a value smaller
than the target (0.75 sec), which is inside the target set R.
The yellow set shows the feasibility set produced from the
intersection of the state and input constraints set S, NS, (), the
red set depicts the positively invariant set A and the cyan set
is the target set R. As we observe, starting from the positively
invariant set A, the trajectory of the closed-loop system is
confined in the target set R in finite time.

IV. CONCLUSIONS

ACRA framework models the system’s dynamics using a
group of linear state space models, which cover all the range
of workload conditions, and using a set-theoretic technique it
designs a state feedback controller that successfully leads and
stabilize the system in the region of the equilibrium point,
providing stability guarantee and robustness against system
disturbances and nonlinearities. Future research is intended
towards the reduction of the number of local models using an
optimization criterion, the usage of a workload predictor and
application of set-theoretic methods towards the computation
of the minimal and maximal robust positively invariant set.
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