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Abstract—Change Management, a core process of the Infor-
mation Technology Infrastructure Library (ITIL), is concerned
with the management of changes to networks and services
to minimize costly disruptions on the business. As part of
Change Management, IT changes need to be planned. Previous
approaches to automatically generate IT change plans struggle,
in terms of scalability, to properly deal with large Configuration
Management Databases (CMDBs). To enable IT change planning
in the large, in this paper we discuss and analyze optimizations
for refinement-based IT change planning over object-oriented
CMDBs. Our optimizations reduce the runtime complexity of sev-
eral key operations part of refinement-based IT change planning
algorithms. A sensitivity analysis shows that our optimizations
outperform SHOP2 - the winner of a previous comparison among
IT change planners - in terms of runtime complexity for several
important characteristics of IT changes and CMDBs. A cloud
deployment case study of a Three-tier application and a virtual
network configuration case study demonstrate the feasibility
of our approach and confirm the results from the sensitivity
analysis: IT change planning has evolved from planning in the
small to planning in the large.

Keywords-ITIL Change Management, automated planning, IT
change plan generation, artificial intelligence

I. INTRODUCTION

The Information Technology Infrastructure Library (ITIL)
[1] is a set of best practices on how to manage IT services
and operations within a company that has become an impor-
tant guideline for the implementation of proper IT Service
Management. Change Management [2] is part of ITIL and
ensures that changes to hardware and software are managed
and conducted in a way that costs are met, risks are reduced,
and business needs of a company are satisfied. To ensure that,
ITIL introduces a Change Management process comprising
the evaluation, authorization, planning, testing, scheduling,
implementation, documentation, and review of IT changes [2].

IT change planning, an important step of this process,
is concerned with the generation of detailed, executable, IT
change plans to accomplish high-level Request for Changes
(RFCs) [2]. IT change plan generation has been subject to
several investigations, addressing topics such as the integration
of planning and scheduling [3], reuse of knowledge in IT
change design [4], algorithms for the hierarchical refinement
of IT changes [5] [6] or algorithms that are not based on

978-3-901882-48-7 (©2012 IFIP

refinement [7] [8] [9]. Common to these works is that they
have been evaluated to work on small to medium size IT
change planning problems and that scalability to large CMDBs
has either been out of the scope of these work or cannot be
achieved by them. To make a progress towards planning in the
large, we recently [10] compared different planning algorithms
for IT change planning in terms of scalability and concluded
that Hierarchical Task Network (HTN) algorithms are most
suitable for IT change planning in terms of performance and
usability by an IT change manager. However, even SHOP2
[11] - an HTN planner and the winner of that comparison
- struggles to maintain acceptable planning performance on
large Configuration Management Databases (CMDBs) once
they surpass a couple of thousand Configuration Items (CIs).

The contribution of this paper is the proposal and evaluation
of optimization techniques for refinement-based IT change
planning algorithms that make IT change planning feasible
for even large infrastructures, such as today’s Infrastructure-
as-a-Service clouds. Our optimizations reduce the runtime
complexity of several key operations part of the simple task
network planning algorithm that is used by SHOP2 [11]
and our IT change planning system. In a sensitivity analysis
we examine the influence of several important characteristics
of IT changes and the CMDB on the runtime complexity
of the proposed optimizations. The analysis shows that our
optimizations outperform SHOP2 [11] (the winner of a previ-
ous comparison among IT change planners [10]) in terms of
runtime complexity for a large percentage of IT changes and
CMDBs. In addition to that, the optimizations proposed herein
are more robust in respect to the characteristics of IT changes
and the CMDB, i.e., the planner’s runtime is less influenced
by the characteristics of an IT change or the CMDB. A cloud
deployment case study of a Three-tier business application and
a virtual network configuration case study demonstrate the
feasibility of the approach and confirm the results from the
sensitivity analysis. Our optimizations beneficially influence
related change management problems as well: A faster planner
helps to improve the quality of plans as it can generate
more plans within the same time and select the best one
among them. Furthermore, more time is left to also schedule
IT changes into change windows - a step traditionally kept
separately from change planning because of its complexity.
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The remainder of this paper is organized as follows: In
Section II we discuss related work and contributions. Sec-
tion III describes the planning algorithm and introduces the
optimizations to improve SHOP2. In Section IV we compare
both planning systems in a sensitivity and robustness analysis
followed by a comparison using case-studies in Section V.
Finally, we conclude in Section VI.

II. RELATED WORK AND CONTRIBUTIONS

The CHAMPS system by Keller et al. [3] is the seminal work
to address IT change planning. The work proposes a planning
algorithm that traverses a dependency tree to derive a plan.
Different to the planning algorithm used herein, CHAMPS
can only plan for IT changes once dependencies among them
have been explicitly specified and cannot infer a plan from
preconditions and effects of IT changes. The applicability and
optimization of planning over large infrastructures has not
been explored by CHAMPS.

Maghraouietal. [8] apply an optimized Artificial Intelli-
gence (Al) planning algorithm (UCPOP) to IT change plan-
ning. Although the authors use a different case study, scala-
bility is reported to be few hundred CIs. Our experience with
UCPOP for IT change planning is that its performance is worse
than that of all other planners we previously examined [10].
In addition to that, UCPOP relies on first-order unification of
which we show herein that it has serious scalability issues.

In a previous work we proposed the ChangeLedge system
[4] and a constraint aware refinement approach [12] for IT
change planning. These works focus on the reuse of knowledge
in IT change design by capturing best practices and plan
generation taking into account the effects IT changes have
on one another. Similar to CHAMPS, this early research on
change plan generation does not address planning in the large.

Trastouretal. [6] propose ChangeRefinery, a system for
operator-assisted refinement of IT change plans. SHOP2,
ChangeRefinery, and our work share the same task network
refinement algorithm. However, Trastour ez al. report scalabil-
ity to a few hundred CIs. Applicability to very large CMDBs, a
comparison with SHOP2, and a complexity analysis has been
out of the scope of their work.

In a previous work [5] we propose a hybrid HTN and state-
space planning algorithm for IT change planning. Different
to Trastoureral. [6], it supports planning according to state-
based constraints as well. A performance comparison with
SHOP2, runtime complexity optimizations, and scalability to
large CMDBs have been out of the scope of that work.

Hagenetal [9] also present a state-space planner for IT
changes. The approach can only be used to plan for a small
subset of IT changes. However, the focus on a smaller set
of IT changes delivers scalability to several thousand Cls -
still significantly less than the numbers reported herein while
expressiveness is also larger for HTN planning.

In a recent work [13] we propose an algorithm for the
adaptation of unfeasible change plans due to unpredictable
changes to the IT infrastructure. Although not stressed in this
work, the plans constructed by our algorithm are ready for
adaptation using the techniques previously presented [13].
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In a previous work [10], we compared several general pur-
pose planners for IT change planning. This work extends the
previous comparison on IT change planners [10] by proposing
and evaluating optimizations to further reduce the runtime
complexity of the algorithm that was found best suitable for
IT change planning.

Several other aspects of IT management have been ad-
dressed in recently published work. Among these are important
steps to schedule IT changes [14], to improve the process to
manage IT incidents [15] or to staff people [16], and towards
connecting risk analysis with IT change prioritization [17].

There are additional relevant research efforts published in
the field of automated planning, which explore the generation
of plans as well. However, all Al planners rely on a first-
order satisfiability solver that works fine for smaller problem
instances but - as shown in this work - does not scale to domain
sizes as they appear for I'T change planning. Due to this reason,
and the fact that these works have not addressed planning for
IT changes, they are not approached in this paper.

It is important to emphasize that our work aims at being
generic enough for several controlled, well known IT envi-
ronments. Examples include private data centers and cloud
computing. As for the specific management interfaces required
for IT changes, we rely on the research communities’ efforts
that have been carried out to standardize them. Important
examples can be found in the context of cloud computing,
where such efforts [18], [19] have been driven towards the
interoperability across different cloud providers.

III. HIERARCHICAL TASK NETWORK PLANNING (HTN)
A. Introduction to HTN planning

For IT change planning based on Hierarchical Task Network
Planning (HTN), a planning problem is given by a Request
for Change for which a sequence of IT activities needs to be
computed so as to accomplish the objective of the RFC. Two
different types of activities, i.e., IT tasks, are distinguished:
abstract activities and atomic activities. Abstract IT activities
are those IT tasks expressed on a high level that are not directly
executable. They need to be further (recursively) refined into
finer grained activities until a sequence of atomic activities
has been determined to implement the abstract activity. The
goal to plan for is provided by the RFC which is directly
mapped onto an abstract activity. For example, Fig. 1 depicts
a decomposition tree for the abstract activity (gray) / RFC
to deploy a database. The rules to refine abstract activities
are called (HTN) methods. Several refinement rules, which
represent different problem solving strategies, can exist to
decompose an abstract activity. Atomic activities (white) in
turn cannot be further refined because they are the most basic
IT activities out of which abstract activities are composed.
An atomic activity carries the specification of a precondition
that needs to hold to apply it and a specification of its
effects. A Simple Task Network (STN) Planner, a simpler form
of HTN planning, is a forward-chaining (starting from the
current state of the CMDB) ordered, depth-first search tree-
decomposition algorithm. The computed plan to implement
the RFC only comprises the leaf nodes of the decomposition
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ll deploy-db (dbl)

provision—vm(vml)| Einstall—db(vmlﬂ start—db(vml)|

start-pm(pml)| [ bind(osiml,vml)] start-vm (vml, pmi)]

Fig. 1. HTN decomposition tree of abstract IT activity to deploy a database.

tree, i.e., the atomic activities. For example, the computed
plan to deploy a database for the decomposition tree in Fig. 1
comprises atomic activities 3, 4, 5, 6, and 7. The planning
algorithm guarantees that preconditions and effects of the
atomic activities complement each other in such a way that
the plan is executable.

B. Algorithm

Algorithm 1 Total-order STN IT Change Planning Algorithm

1: procedure PLAN(RFC, METHODS)

plan = <> > O(1)
stack = < RF'C > > O(1)
while !stack.empty() do > O(1)

act = stack.pop() > O(1)

while !act.precondition() do
next-parameter-binding(act)
end while

> O(see Subsection IV-C)

2

3

4

5

6: if act is atomic activity then
7.

8 > O(see Subsection IV-C)
9

10: if act.precondition() then > O(see Subsection IV-C)
11: act.applyeffects() > O(see Subsection IV-E)
12: plan = plan o act > O(1)
13: else > atomic activity not applicable
14: if !backtrack() then > O(see Subsection IV-D)
15: return fasl > If backtracking fails, no plan exists
16: end if

17: end if

18: else > act needs to be further decomposed
19: choose parameters for act and m € methods that m can
20: be decomposed by act > O(see Subsection IV-C)
21: if act.precondition() then

22: < acty, ...,acty, > = act.decompose(m) > O(1)
23: stack.push(< actn, ...,act; >) > O(1)
24: else > act not refinable
25: if !backtrack() then > O(see Subsection IV-D)
26: return fail > If backtracking fails, no plan exists
27: end if

28: end if

29: end if

30: end while

31: return plan > Planning successful, return plan

32: end procedure

Algorithm 1 depicts the basic total-order STN planning
algorithm, previously proposed by Nauetal. [11], that is the
foundation of SHOP2 [11] and our IT change planner. How-
ever, key operations of the algorithm have been optimized
- often making the difference between constant, linear, and
polynomial runtime. The optimizations are discussed in Sub-
section III-C. The algorithm works as follows: As long as the
stack of IT activities to plan for is not empty (Line4) an
activity is popped from the stack and planned for (depth-
first search). If act is atomic (Line6), its parameters are
adapted (Line 8) until its precondition is satisfied. For example,
when planning for the atomic start-pm activity in Fig. 1
the physical machine (PM) parameter needs to be set to a
physical machine that satisfies the precondition that comes
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with the start-pm activity. For instance, the PM chosen
needs to be in state off. In SubsectionIV-C we compare
the runtime complexity to find valid parameter bindings. If
the atomic activity is executable (Line 10), its effects are
applied to the CMDB (Line 11, see SubsectionIV-E) and it
is added to the end of the plan (Line 12). The planner has
to backtrack if the atomic activity is not applicable, i.e.,
at a previous decision point an abstract activity has to be
decomposed differently or parameters of an activity have to
be altered to explore a different plan. For example, assume
that in Fig. 1 activity 6 to install the database on vm1 might
not be executable. The planner would have to backtrack over
activities 5, 4, and 3 to introduce a different virtual machine
(VM) for deployment in activity 2. SubsectionIV-D examines
the backtracking performance for both planners. Similar to
atomic activities, parameters have to be adapted such that
a method can be used to decompose an abstract IT activity
(Lines 19-20). For example, in Fig.1 the VM parameter of
activity provision-vm can be restricted to specific VMs
depending on the precondition of activity 2 and the method
used to decompose it. If a method is applicable, the method
is used to decompose the abstract activity and the children are
pushed on the stack (Line 23). If no decomposition is possible
(Line 24), the planner needs to backtrack to choose different
parameters or another decomposition alternative for an abstract
activity that has been previously planned for.

C. Unification vs. Object-Oriented Planning

In this subsection we describe optimizations for several
critical operations of Algorithm 1 that make the difference
between constant, linear, and polynomial planning complexity
compared to SHOP2 - previously to be found the fastest
planner in a comparison of IT change planners [10]. Note that
our optimizations do not depend on a specific programming
language. However, some optimizations depend on the avail-
ability of pointers / references, which can typically be found
in object-oriented languages.

1) Evaluation of preconditions: To decide whether methods
or atomic activities are applicable, preconditions need to be
evaluated over CIs. This happens several times in Alg. 1, e.g.,
in Lines 7, 10, and 21. To evaluate a precondition, SHOP2
has to unify the precondition. Unification is an algorithmic
process which tries to solve the satisfiability problem. The goal
of unification is to find a substitution such that two seemingly
different terms (the term describing the precondition and the
terms stored in the CMDB describing the configuration of the
CIs) are equal. Unification is a potentially expensive operation
(between linear and polynomial runtime complexity). Readers
interested in understanding the complexity, the logical back-
ground, and the algorithms for unification may be referred
to [20], [21]. Different to SHOP2, we do not make use of
unification to evaluate preconditions. Our preconditions are
implemented as Boolean methods that are executed over an
object-oriented CMDB model. As the properties of the CIs
addressed by the precondition can be accessed in constant time
(through references / pointers), a precondition can be evaluated
in constant time.
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2) Determining parameters of IT activities: During plan-
ning, parameters of an IT activity need to be linked to ClIs, e.g.,
in Lines 8 and 19, so as to satisfy the activity’s precondition.
To determine parameter bindings for activities, SHOP2 makes
use of unification [20], [21], more precisely an algorithm
previously proposed by Nilsson [22]. Different to SHOP2,
we do not use unification but determine Cls of parameters
by simply iterating over the CMDB until an assignment of
CIs to parameters is found that satisfies the precondition. For
this purpose we scan through the CMDB in linear time (to
determine one parameter) which is quite often faster than the
polynomial complexity caused by Nilsson’s algorithm [22].

3) Application of effects: During planning, the effects of
atomic activities need to be applied (Line 11, Alg.1) to the
CMDB to account for the influence on IT activities being
planned for later. SHOP2 describes effects as a list of pred-
icates to be added and deleted from the CMDB which is
maintained as a list of predicates. In the worst-case, this
operation involves a linear scan over the CMDB to find the
predicate to remove it and eventually a costly unification
step should predicates only be known partially. In turn, our
CMDB is described by a set of (Java) objects each matching
to a Configuration Item. Our effects are implemented as Java-
methods which implement code that change these objects, i.e.,
the CIs of the CMDB, according to the effects of change
activities. By the use of references and pointers the affected
CIs can be accessed in constant time and the effects can be
applied to them.

4) Undo of effects: When backtracking over a previously
planned atomic activity (Lines14 and 25), the effects of
the activity need to be undone. SHOP2 needs to conduct a
linear scan of all predicates to revert activities by removing
predicates previously added by the activity to the CMDB. We
optimize this process to constant runtime because our Cls
maintain a copy of the original values of their properties to
quickly restore them should changes need to be undone.

IV. SENSITIVITY AND ROBUSTNESS ANALYSIS
A. Design of Microbenchmarks

Microbenchmarks (MBs) are used to practically analyze the
runtime-complexity of the non-trivial parts of Alg. 1 depending
on several characteristics of IT activities and the CMDB.
Among these are the complexity of an activity’s precondition
or effects, the layout of the CMDB, and the proportion of Cls
that qualify to satisfy preconditions. Note that we do not pro-
vide a theoretical complexity analysis because it would go far
beyond the scope of this paper and it is practically impossible
to analyze the complexity of a planner as complex as SHOP2.
For readers interested in a rough analysis we recommend
surveys on first-order unification [20], [21] which address the
runtime complexity of unification algorithms. SHOP2 makes
frequently use of unification and thus is strongly influences
by the complexity of unification algorithms. Our optimization
of the STN algorithm (Alg.1) and the runs of the micro
benchmarks have been carefully engineered such that the same
search space is explored. Thus, SHOP2 and our optimized
algorithm decompose and apply activities in the same order,
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choose parameters in the same order, and backtrack at the
same time over the same activities. It is also important to
keep in mind that the MBs do not have side-effects. Thus,
their individual results can be combined to assess the runtime
when combining different types of IT activities over different
instances of a Configuration Management Database in a case
study. Consequently, a case study is a weighted, cumulative
combination of microbenchmarks because they individually
stress a specific operation of Alg.1 while solving other op-
erations in constant time.

B. Parameters of Sensitivity Analysis

1) CMDB Layout: Let pl be a parameter of IT activity
act and pre(pl) a precondition of act whose truth value
depends on the value assigned to pl. Each Configuration
Item (CI) can appear in either one of two roles in respect
to pre(pl): A CI ci is called qualified CI in respect to act
and precondition pre(pl) if pre accounts when the value of
pl is set to ci, i.e., pre(pl := ci) == true. A CI ci is called
unqualified CI in respect to act and precondition pre(pl) if
pre does not account when the value of pl is set to ci, ie.,
pre(pl := c¢i) == false. For example, consider an activity
act to start a database. A precondition p of act is that the
database is installed. Thus, all database CIs currently in state
installed are qualified CIs in respect to act and precondition
p. Unqualified CIs are a threat to the planner’s performance
because they cannot be used to instantiate an IT activity such
that its precondition is satisfied. Consequently, the existence
of unqualified CIs can prolong the search for proper parameter
bindings or can cause more backtracking. SHOP2 and our
approach maintain the CMDB as a list of CIs. Thus, we
distinguish two layouts of a CMDB: In qualified-unqualified
(Q-UQ) layouts all qualified CIs appear before all unqualified
CIs. In turn, in an unqualified-qualified (UQ-Q) layout all
unqualified CIs appear at the front of the CMDB. Both layouts
cover the best- and worst-case situations of SHOP2 and our
algorithm in terms of the distribution of CIs in the CMDB.
Consequently, we do not consider distributions for the location
of ClIs stored in the CMDB because the best- and worst-case
are covered by the Q-UQ and UQ-Q layouts.

2) Selectivity: While the layout of the Configuration Man-
agement Database (CMDB) describes the order in which
qualified and unqualified CIs appear in the CMDB, it does
not characterize the percentage of qualified and unqualified
CIs existing in the CMDB. The selectivity sel denotes the
proportion of qualified CIs among all CIs of the CMDB.
Thus, sel = %. Large selectivity means that many
CIs can be chosen as valid parameters for IT activities, thus,
leaving less wrong choice opportunities for the planner. The
benchmarks consider three values for selectivity to assess a
performance trend: (1) 100% selectivity: The CMDB only
comprises qualified CIs, i.e., all CIs of a certain type are
suitable to render the precondition of an IT activity true. Note
that the CMDB layout does not have any influence in this case
because unqualified CIs do not exist. (2) 50% selectivity: Half
of the CMDB’s CIs qualify. Depending on the CMDB layout
these are either located at the front (Q-UQ) or the end of the
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Microbenchmark 1 parameters Complexity Microbenchmark 2 parameters Complexity

CMDB  Pre. in #CIs  Selectivity OWN SHOP2 CMDB  effect?  Selectivity OWN  SHOP2
() Q-UQ Method 1 0% const linear () Q-UQ yes 0%, 50%, 100%  const polyn.
2) Q-UQ Method 1 50%, 100% const polyn. 2) Q-UQ no 0%, 50%, 100%  const polyn.
3) Q-UQ Method 2 0%, 50%, 100%  const polyn. 3) UQ-Q yes 0%, 50% linear  polyn.
“4) Q-UQ Activity 1 0%, 50%, 100%  const [ const : linear ] @) UQ-Q yes 100% const polyn.
(@) Q-UQ Activity 2 0%, 50% const polyn. ) UQ-Q no 0%, 50% linear  polyn.
(6) Q-UQ Activity 2 100% const [ const : linear ] ©)  UQ-Q no 100% const polyn.
(7) UQ-Q Method 1 0% linear  linear
®) UQ-Q Method 1 50% linear  polyn. (b) Runtime complexity of Microbenchmark 2
9) UQ-Q Method 1 100% const polyn.
(10)  UQ-Q Method 2 0%, 50% polyn.  polyn. Microbenchmark 3 parameters ~ Runtime complexity
(11)  UQ-Q Method 2 100% const polyn.
(12)  UQ-Q  Activity 1 0%, 50% linear [ const : linear ] CI at front  #effect? OWN  SHOP2
(13)  UQ-Q Activity 1 100% const [ const : linear ] 1 1. 4.8 ¢ linear
(14) UQQ  Activity 2 0%, 50% polyn. [ const : linear ] EZ; ves Uas PO
(15)  UQ-Q Activity 2 100% const [ const : linear ] >

(a) Runtime complexity of Microbenchmark 1

(c) Runtime complexity of Microbenchmark 3

TABLE I
INFLUENCE OF CHARACTERISTICS OF IT CHANGES AND THE CMDB ON THE RUNTIME COMPLEXITY OF THE PLANNERS
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Number of Cls
(a) MB1 (7,8,9): UQ-Q, Method, 1 CI

Number of Cls
(b) MB1 (10,11): UQ-Q, Method, 2 CIs

Number of Cls
(¢) MBI (14,15): UQ-Q, Activity, 2 Cls

Fig. 2. Selected measurements of Microbenchmark 2 with similar runtime complexity for OWN and SHOP2

CMDB (UQ-Q). (3) 0% selectivity: The CMDB comprises the
minimal number of qualified CIs for the planning problem to
be still solvable. The CMDB layout determines whether these
CIs appear at the beginning (Q-UQ) or the end of the CMDB
(UQ-Q). The best- and worst-case runtimes are always covered
by 0% and 100% selectivity. Similar to the CMDB layout, we
omit a distribution for the selectivity as we are interested in a
comparison of best- and worst-case performance.

C. Influence of Complexity of Preconditions

Microbenchmarkl (MB1) compares the performance of
both planners when it comes to adapt parameters of activities
such that their preconditions are satisfied (Lines7, 8, and
10) or that they can be decomposed by a refinement method
(Lines 19-20). Besides the CMDB layout and the selectivity,
the following parameters also influence the matching of pre-
conditions: (1) the number of Cls the precondition addresses
and (2) whether parameters are chosen in an atomic activity,
i.e., in Line 8, or during decomposition of an abstract activity,
i.e., in Lines 19-20 of Alg. 1. TableIa depicts the complexity
results for all 24 configurations of MB1. Our optimizations
result in constant runtime on qualified-unqualified (Q-UQ)
CMDBs as the first ClIs chosen for the parameters satisfy the
precondition. SHOP2 shows polynomial and linear runtime for
Q-UQ CMDBs depending on whether the unification algo-
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rithm (see SubsectionIII-C2) to compute parameter bindings
scales linearly or polynomially with the size of the CMDB.
Thus, for Q-UQ CMDBs our planner always outperforms
SHOP2 in runtime complexity. For unqualified-qualified (UQ-
Q) CMDBs runtime complexity is closer. Figure2 depicts the
log — log" plots of planning time depending on CMDB size
for three interesting UQ-Q CMDB cases of MB1. Figure2a
depicts the case of matching over one CI inside a method
(Line 19-20, Alg.1) on a CMDB where unqualified CIs pre-
cede qualified CIs (UQ-Q layout). For 100% selectivity our
optimizations have constant runtime, because in this case the
CMDB only comprises qualified CIs and the first choice for
a parameter satisfies the precondition. Conversely, SHOP2
has polynomial complexity. For 50% selectivity SHOP2 still
shows polynomial complexity because of the unification costs
(see Subsection III-C2) and our optimizations only degrade to
linear runtime because the planner has to search the prefix of
unqualified CIs at the front of the CMDB until a qualifying CI
is found. For 0% selectivity SHOP2’s runtime becomes linear
- the same complexity as our planner. However, our planner
outperforms SHOP2 for CMDBs of up to 2 million CIs.
Note that the actual runtime complexity of our algorithm is

In log — log plots the processing complexity is O(an) < slope == 1,
O(an®°P¢) « slope > 1 and sub-linear for slope < 1. All measurements
were made on an Intel Xeon Processor with 2.8Ghz and 4 GB of RAM.
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sometimes disguised by Java’s Just In Time Compiler (JITC).
For example, in Fig.2a, for 0% and 50% selectivity we can
observe linear growth between 1,000 and 10,000 CIs. Then,
the JITC jumps in and compiles frequently used code for
native execution instead to interpret it in the Java virtual
machine. Performance becomes even faster for larger problem
instances (between 10,000 and 100,000) because more code is
being compiled with increasing size of the CMDB. For even
larger problem instances runtime however tends to increase
again once the performance advantage of compiled code vs.
interpreted code is outweighed by the increasing problem size
(beyond 100,000 CIs). However, growth in runtime is less
strong than at the beginning as compiled code takes less
execution time.

Figure 2b depicts a similar configuration of MBI but the
precondition needs to be matched over two Cls. Again, our
optimizations result in constant runtime at 100% selectivity
because the CIs chosen first satisfy the precondition. SHOP2
has polynomial runtime for all selectivities, similar to our
optimized version for 0% and 50% selectivity because it has
to search the whole prefix of unqualified CIs of the CMDB
until the first pair of qualifying CIs is found. The larger the
selectivity, the smaller the UQ part of the CMDB, resulting
in faster planning times. Despite having the same runtime
complexity as SHOP2, our approach nevertheless outperforms
SHOP?2 (see Fig.2b). Figure 2¢ depicts the only case of MB1
in which SHOP2 has better runtime complexity than our
optimizations: matching a precondition over two Cls in an
atomic activity on a UQ-Q CMDB. For 100% selectivity, the
CMDB only comprises qualified CIs immediately yielding a
valid choice of CIs for our approach. For lower selectivities a
polynomial search through the prefix of unqualified CIs to find
the first pair of matching qualified CIs becomes necessary for
our approach. However, SHOP2 always shows linear runtime
on unqualified-qualified (UQ-Q) CMDBs when matching the
precondition in an activity because unification in activities
matches from the back of the CMDB leading to an immediate
hit because of the UQ-Q layout. All in all, our approach
outperforms SHOP2 in 22 out of 24 configurations of MB1
(92%).

In addition to that, our optimizations are more robust to
inputs - an important benefit when an algorithm-agnostic IT
operator formalizes or tunes a change planning domain. In
50% of all configurations of Microbenchmark 1 our planner’s
runtime is independent of the selectivity of Cls. In turn,
this only accounts for 16% of all configurations for SHOP2.
Similarly, in 100% vs. 14% of all configurations our planner’s
performance is the same for matching a precondition in an
atomic or abstract activity. In 66% vs. 33% of all configura-
tions of MB1 our optimizations show the same performance
when matching one or two preconditions.

D. Influence of Backtracking

Backtracking is an inherent part of the planning algorithm
(Alg.1, Lines 14 and 25). During backtracking previously
planned IT activities need to be undone and one alternative
decomposition choice needs to be made. Microbenchmark 2
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(MB2) measures the runtime complexity taking into account
(1) the layout of the CMDB (Subsection IV-B1), which deter-
mines whether backtracking occurs, (2) the selectivity (Sub-
sectionIV-B2) influencing the extent to which backtracking
occurs, and (3) whether the planner has to revert effects
during backtracking. Table Ib depicts the runtime complexity
of both planners for all 12 configurations of MB2. SHOP2’s
runtime complexity is always polynomial because with linear
increasing size of the CMDB the time spent for first-order
unification increases polynomially. We can observe a polyno-
mial increase in the number of calls made to Nilsson’s first-
order unification algorithm (see Subsection III-C2). In 66% of
all cases - when qualifying Cls are ordered at the beginning
of the CMDB or selectivity equals 100% - our algorithm
solves the backtracking benchmark in constant time because
backtracking does not occur for this layout or selectivity as the
first choice made for the parameters satisfies the preconditions
right away (see SubsectionIlI-C2). In 33% of the cases -
when unqualified CIs exist at the front of the CMDB -
our approach shows linear runtime complexity because our
optimized version of the algorithm has to backtrack through
a prefix of unqualified CIs at the front of the CMDB. In
these cases, planning time increases linearly with decreasing
selectivity because the number of unqualified CIs at the front
of the CMDB increases linearly.

Besides planning performance, robustness of planning time
is important as well. A robust planner delivers the same
performance independent of a specific characteristic of an IT
activity or the CMDB. For example, the planning duration
might be independent of the CMDB layout or the selectivity.
Although not shown in Table Ib, for Q-UQ layouts selectivity
does not influence the runtime of SHOP2 and our approach.
Different to UQ-Q layouts, where selectivity influences the
planning duration. For both planners backtracking without
effects is cheaper than backtracking with effects, whereas this
gap is larger for SHOP2 than for our approach because of the
different complexity to undo activities (see Subsection III-C4).
All in all, both planners show similar robustness for MB2 but
our optimizations outperform SHOP2 in all cases.

E. Influence of Complexity of Effects

Microbenchmark3 (MB3) analyzes the influence that the
complexity of effects of atomic activities have on the runtime
of the planner (Line 11). The following parameters influence
the costs to apply effects: (1) the positions of the CIs in
the CMDB that are changed by the effects of the atomic
activity (either at the front or the back of the CMDB) and
(2) the number of CIs affected by the activity (1, 4, or 8).
For each CI affected, a mixture of six blind writes, arithmetic
effects, and reference manipulation effects is applied to the
CI. MB3 measures the time to perform 10 IT activities to
distinct CIs. TablelIc depicts the complexity results for the
six configurations of MB3. Our approach always outperforms
SHOP2 by constant instead of linear runtime because our
optimizations can access CIs in constant time to directly apply
an effect. Consequently, our approach is insensitive to the
location of a CI in the CMDB and the size of the CMDB
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Case study parameters Runtime complexity

CMDB BT possible  Selectivity =~ OWN  SHOP2
(1) Q-UQ Yes 0% const polyn.
2) Q-UQ Yes 50% const polyn.
3) Q-UQ Yes 100% const polyn.
4) Q-UQ No 0% const polyn.
) Q-UQ No 50% const polyn.
(6) Q-UQ No 100% const linear
@) UQ-Q Yes 0% linear  polyn.
8) UQ-Q Yes 50% linear  polyn.
) UQ-Q Yes 100% const polyn.
(100  UQ-Q No 0% linear  polyn.
11 uQ-Q No 50% linear  polyn.
(12)  UQ-Q No 100% const linear

(a) Complexity results for three-tier application deployment

Case study parameters Runtime complexity

CMDB  Selectivity OWN  SHOP2
(H Q-UQ 0%, 50%, 100%  const polyn.
2) UQ-Q 0%, 50% polyn.  polyn.
3) UQ-Q 100% const polyn.

(b) Complexity results virtual network configuration case study

Case study parameters Runtime complexity

CMDB Selectivity OWN  SHOP2
(1) NW-PMS 0%, 50%, 100%  const linear
2) PMS-NW 0%, 50%, 100%  const linear

(c) Complexity results virtual network unconfiguration case study

TABLE II
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Fig. 3.

when applying an effect. In contrast, SHOP2’s performance
to apply an effect to a CI depends on its location and the size
of the CMDB: The more to the front of the CMDB the CI
is located or the larger the CMDB, the more expensive the
application of the effects. This is caused by the different costs
in unification and adding / removing predicates to the CMDB.
For both planners the planning time increases with the number
of CIs affected by the activity. All in all, our implementation
outperforms SHOP?2 in all cases and is more robust regarding
the position of a CI in the CMDB - a benefit as order of Cls
in the CMDB is not controlled by a change manager.

V. CHANGE PLANNING CASE STUDIES

In this section we evaluate the performance of both planners
using case studies instead of isolated characteristics.

A. Deployment of a Three-tier Application

1) Description of case study: In this case study we evaluate
the planning time to deploy a Three-tier application (Database
(DB), Web Application Server (WAS), and Loadbalancer
(LB)). The case study comprises 28 abstract IT activities,
48 different refinement rules, and 16 atomic IT activities.
We describe next the constraints according to which a plan
is created: (1) Placement constraints: place VMs on suitable
PMs, connect available OS images to VMs, place DB, WAS,
and LB on VMs. The concrete placement constraint does not
influence runtime because the time to evaluate a constraint
over a CI can be neglected. However, the CMDB layout and
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the selectivity of Cls for a placement constraint influence the
planning duration. (2) State-based constraints: a PM needs to
be on to start a VM on it, an OS image needs to be mounted to
start a VM, a DB needs to be installed/running to install/start
a WAS, a WAS needs to be installed/running to install/start
a LB. The final plan for the deployment comprises atomic
activities to bind resources (according to the constraints in
(1)), activities to mount OS images, change the state of PMs
and VMs, and install and start DB, WAS, and LB according
to the precedence constraints in (2).

2) Evaluation: CMDB layout and selectivity have a per-
formance influence on the deployment case study because
they influence how fast suitable CIs can be found during
deployment. In addition to that, we examine different planning
domains, i.e., problem solving strategies, to solve the case
study. One does not prevent backtracking (see BT possible
column in TableIla) during planning because it commits to
parameter bindings of IT changes high up in the decomposition
tree that later need to be backtracked over because they do
not satisfy the precondition of lower-level atomic activities.
Another domain solves the problem without backtracking
because placement decisions are made at the last possible
moment. We consider these two domain descriptions because
it mainly depends on the skills and experience of an IT
operator how efficiently a planning domain is written: the one
without backtracking requires comparatively more advanced
knowledge and experience in formalizing refinement-based
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planning domains.

Table ITa summarizes the complexity results obtained for the
Three-tier deployment case study. Our optimizations outper-
form SHOP2’s runtime complexity in all cases. For qualified-
unqualified (Q-UQ) CMDBs our optimizations have constant
runtime as the initial choice made for parameters is correct
and backtracking cannot occur due to the CMDB layout. In
turn, SHOP2 shows polynomial runtime behavior on qualified-
unqualified (Q-UQ) CMDBs despite the case where selectivity
is 100% and the domain is engineered to solve the problem
without backtracking. Similar to the microbenchmarks, the
runtime of SHOP2 is dominated by the time to perform first-
order unification.

Figure3 depicts the runtime on UQ-Q CMDBs for the
domain that does not prevent backtracking (Fig.3a) and the
one that avoids backtracking (Fig. 3b). On UQ-Q CMDBs our
optimizations degrade to linear runtime when selectivity is not
100% because our planner has to backtrack / search through
a prefix of unqualified CIs at the front of the CMDB. For
100% selectivity the first choice made for parameters works,
so we can observe constant runtime. In turn, SHOP2 can only
derive a plan in polynomial time for UQ-Q CMDBs despite for
100% selectivity. When backtracking occurs (Figure 3a) our
planner performs much better than SHOP2. For example, for
0% selectivity SHOP2 can solve a CMDB comprising 3,600
CIs within 10s while our optimizations easily solve problem
instances of 1.2 million CIs within 10s (333x times faster).
For the optimized domain without backtracking (Fig. 3b) both
planners are closer together (7,200 CIs for SHOP2 vs. 108,000,
within 1s, 15x faster).

B. (Un)configuration of a Virtual Network

1) Description of Case Study: In this case study we eval-
uate the complexity to configure virtual routers and links
on top of a physical network substrate. More specifically,
a virtual network is to be configured among three physical
machines (pmi, pme, pms) such that network connectivity
exists between the pairs (pm1, pms) and (pme, pms). The
constraints taken into account during planning are those that
occur when configuring a Logical Router Service on Juniper
routers as imposed by the JUNOS operating system [23]: (1)
a physical router cannot host more than 16 virtual routers and
(2) every physical or logical interface can only be used by one
virtual router. The planner needs to choose three PMs such that
the interfaces and routers on the network path connecting the
PMs can be properly configured according to constraints (1)
and (2). Backtracking occurs if the configuration fails among
the path. In this case a different choice of PMs is made and
a new attempt to reconfigure (a different part of) the network
is made. In a second RFC we evaluate the complexity to
unconfigure the virtual network. To plan for both RFCs our
planning domain description comprises 14 different abstract
IT activities, 22 refinement rules, and 4 atomic activities
(configure/unconfigure router/interface).

2) Evaluation: Table IIb depicts the runtime complexity
to configure the virtual network. On qualified-unqualified
(Q-UQ) CMDBs our optimizations outperform SHOP2 by
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constant instead of polynomial runtime complexity because the
first choice made for CIs yields a valid plan. Again, SHOP2
spends polynomial time in performing first-order unification.
For unqualified-qualified (UQ-Q) CMDBs our approach shows
the same runtime complexity as SHOP2 for selectivities be-
low 100%. In this case SHOP2 and our optimizations start
backtracking as network configuration fails among all triples
of PMs chosen from the UQ prefix until the first triple of
PMs is chosen from the postfix of qualified CIs for the first
time. Nevertheless, Fig. 3c shows that our approach searches
the state space about twice as fast as SHOP2 (for the worst-
case at 0% selectivity). All in all, our approach outperforms
SHOP?2 in all cases.

When planning for the RFC to undo a virtual network
configuration (Tablellc), our approach always outperforms
SHOP2 by constant instead of linear runtime. Undoing a
network configuration is easier to handle by both approaches
because more parameters of IT changes are already bound
to CIs. For example, the physical machines between which
to unconfigure the network are already given avoiding the
polynomial complexity inherent to the configuration case-
study. For the unconfiguration case study Nilsson’s unification
algorithm causes linear runtime for SHOP2. In turn, our
optimizations solve the problem in constant time because we
do not use unification but references to quickly derive the
parameters of IT activities during decomposition.

VI. CONCLUSIONS

Planning in the large is an imperative feature required of IT
change planners in order to cope with the increasing size and
complexity of IT infrastructures in most modern organizations.
In spite of this, investigations carried out in the context of IT
change planning have either left this requirement out of scope,
or simply do not deal satisfactorily with CMDBs that contain
up to millions of configurations items.

To bridge this gap, in this paper we proposed and discussed
optimization techniques for refinement-based IT change plan-
ning over object-oriented CMDBs. The proposed techniques
enabled a substantial reduction in the runtime complexity of
the refinement process: from polynomial to linear or even
constant complexity, as evidenced in the various case studies
and microbenchmarks presented in the paper.

Our evaluation has evidenced two important aspects re-
garding IT change planning. First, object-oriented planning
and our optimizations have shown to be the most promising
approach to deal with planning over very large CMDBs. This
is of vital important to most modern organizations, which
have to manage up to several change requests a day over
large infrastructures in a timely manner. And second, first-
order unification suffers from scalability issues. Consequently,
typical Al planners cannot be satisfactorily used for IT change
planning in the large, as they do not scale for very large
CMDBs.

As prospective directions for future research, we suggest re-
search towards algorithms that integrate planning and schedul-
ing while maintaining scalability on large Configuration Man-
agement Databases.
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